Meponpusitue «5 u Uarepuer»

7-11 kaaccel

Hean: [Io3HAaKOMUTE ydaliuxcs ¢ ONACHOCTSAMHM, KOTOpPBIE IOJACTeperaroT ux B MHTepHeTe n
IOMOYb M30€XKaTh 3TUX OIIACHOCTEN.

IoaroroBuTenbHast padora: KIacCHBbI PYKOBOAWUTENb POBOJUT AHKETUPOBAHUE YdalIUXCA U
UX POJUTENEN IO BOIIPOCAM:

1) ¥V Bac Ha gomaiIHeM KOMIIbIOTepe yctaHOBIIeH HTepHeT?
2)  Yro Bam Oouibinie Bcero HpaButcs B lHTepHeTe?
3)  Kak Bamu poauTeny BOCIPUHUMAIOT Bamu 3aHsaTusi B MuTepHere? [Touemy?
4)  Kakue onmacHOCTH MojicTeperaioT Hac B MHTepHeTe?
5)  3Haere 1M BbI, KaK 3THX OMACHOCTEH N30eXkKaTh?
OobopynoBaHue: KOMIIBIOTEP, TPOEKTOP, TPE3CHTALINY.
Xoa meponpusATHS

Yuurenn: Pasplme MmOAroToOBKa K IIKOJIE  3akKiioyanach B YKIAJbIBAHUU B MOPTQEhb
KapaHpjamiei, Terpaneid u yaeOHukoB. CerojHsi B Hauaje ATOrO0 CIUCKA HEPEIKO HaXOJUTCS
KoMmmbioTep. VM HauaTh Halie MepOmnpUATHE S X04uy ¢ O0OpaOOTaHHBIX JAHHBIX MPOBOJIUMOTO
ompoca. JlaBaiiTe oOparuM BHUMaHHE, YTO HaWOOJBIINNA TPOIIEHT OTBETOB HA TOCIETHUUN
BOIIPOC CBsi3aH ¢ Oe3omacHoCThIO B MIHTepHETe. U Bamy poauTeny BO MHOTOM TIpaBbi!

Ouenp Oousblioe BHUMaHUE Mpu padoTe ¢ IHTepHEeTOM HEOOXOIMMO YIENATh UMEHHO BOIIpOCaM
6e3omacHocTH. UM oTBeTHTH Ha Bompockl: «Kakue omacHOCTH mocTeperaroT Hac B laTepHeTe?»
n «Kak nx nzbexars?» HaM TOMOXKET 3TO MEPOIPHUSITHE .

Oran 1. «Kakue onacHocTH nmojacreperaror Hac B Murepuere?»

1) Ipecrynuuku B UHTEpHETE.

JIEMCTBUS, KOTOPBIE ITPENPUHUMAIOT IIPECTYITHUKH B
HUHTEPHETE.

HpeCTYHHI/IKI/I MMPEMMYIICCTBEHHO YCTaHABJIWMBAKOT KOHTAKTBI C AC€TbBMH B 4YaTax, IIPpHU oOMeHe
MI'HOBCHHBIMMH COO6H.[CHI/I$[MI/I, 10 BHeKTpOHHOﬁ IIO4YTC UJIM Ha (bOPYMaX. I[J'Iﬂ peIICHNs CBOUX
npo6neM MHOT'HMC ITOAPOCTKHU o6pa1ua}0Tc;1 3a HOHI[GpX(KOﬁ. 3J'IOYMBII.HJ'I€HHI/IKI/I 4aCTO CaMH TaM
O6I/ITaIOT; OHH CTaparOTCA IPUBJICYDL IMOAPOCTKA CBOMM BHHMAHHECM, 38.60TJ'II/IBOCTBIO, ,I[O6pOTOI>'I
U JaKC IIOJapKaMH, HEPCIAKO 3aTpavduBasl Ha 3TH YCHIIMA 3HAYUTCIBHOC BPEMs, JACHBIU U
OHCPI'HIo. OOBIYHO OHH XO0pomo OCBEAOMIICHBI O MY3bIKAaJIbHBIX HOBHHKAX W COBPCEMCHHBIX
YBJICUCHUAX neTeit. Onn BBICITYIIIUBAKOT HpO6J'IeMLI MNOAPOCTKOB MW COYYBCTBYHOT UM. Ho
IOCTCIICHHO 3JIOYMBINIJICHHUKH BHOCAT B CBOHU 6€C€I[I>I OTTCHOK CCKCYAJIbHOCTU HJIA
ACMOHCTPUPYIOT MAaT€puajibl OTKPOBCHHO J3POTHYCCKOTO COACPIKAHUSA, IbITAACH 0CJ1a0UTh
MOPAJIBHBIC 3alpCThl, CACPKUBAIOMIUC MOJIOABIX JIOAEH. HeKOTopHe MNPECTYIIHUKHU MOTYT
JIENICTBOBATh 6BICTpee APYTrux v Cpa3y K€ 3aBOAUTL CCKCYAJIbHBIC 6CCC,I[BI. HpeCTyrIHI/IKI/I

MOT'YT TaKK€ OLCHUBATH BO3MOKHOCTb BCTPEUH C ACTbMU B peanLHoﬁ KHU3HHU.

2) BpeaoHocHBIE IPOrPAMMBIL.

K BpPCAOHOCHBIM HpOoTrpaMMaM OTHOCATCS BHUPYCbl, 4YCPBU U «TPOSIHCKHUC KOHH» — ITO
KOMIIBKIOTCPHBIC IIPOrpaMMbl, KOTOPBIC MOI'YT HAHCECTU BPEA BalIEMy KOMIIBIOTCPY H
XpaHAIIUMCS Ha HCM JaHHBIM. OHHn Takxke MOTYT CHHXaTb CKOPOCTb oOMeHa JaHHBIMH C



WHTepHeToM M J1a)ke HCIIOJIb30BaTh Balll KOMIBIOTEP IJI PAacCHpOCTPAHEHUs CBOMX KON Ha
KOMIIBIOTEPBI BAlIUX APY3€il, pOJACTBEHHUKOB, KOJUIET U IO BCEW OCTaNIbHOM I7100anbHOM CeTH.

3) HNHTepHEeT-MOIIEHHUYECTBO M XHIIIEHHE JAHHBIX C KPeAMTHOM KAapThl.

B 4YEM COCTOUT MOHIEHHUYECTBO? Cpenu MHTEpHET-MOLIEHHUYECTB ILIHPOKOE
pacrpocTpaHeHHe TMOJydria MpUMEHseMas XakepaMHu TexHuka «phishing»,cocrosimas B ToMm,
9T0 B (paNbIIMBOE 3JIEKTPOHHOE MUCHMO BKIIIOYACTCS CCBIJIKA, BEAYIIAs Ha MOMYJSPHBIA y3e,
HO B JCWCTBUTEIHHOCTH OHA MPHUBOJUT MOJBH30BATENS HA MOIIEHHUYECKUH Y3€l, KOTOPBIN
BBITJISIIUT TOYHO TaK )K€, KaKk OQHUIMAIbHBINA. Y0eInB MOJIb30BATENsI B TOM, YTO OH HAXOJUTCS HA
o(UIHATBHOM Y3J1€, XaKephl MBITAIOTCSA CKJIOHUTH €r0 K BBOJY IApOJIeH, HOMEPOB KPEIUTHBIX
KapT W ApPYrol CeKpeTHOW WH(OpMamMu, KOTOpas IMOTOM MOXET W OyIeT HCIOJIb30BaHA C
yiepooM IS TOJTb30BaTeIIs.

4)  A3apTHble HIDBL

Pasnuna mexy UrpoBeIMH CaTaMU M CaUTaMH C a3apTHBIMM UTPAMH COCTOMT B TOM, YTO Ha
UTPOBBIX caliTaXx OOBIUHO COJIEPIKATCS HACTOJIbHBIE U CIOBECHBIE UIPBI, apKa/ibl U TOJOBOJIOMKHU
C CHCTEMOM HA4MCIEHHUS OYKOB. 3]IeCh HE TPaTATCS ACHbIM: HU HACTOAILIME, HU UrpoBble. B
OTJINYME OT WIPOBBIX CAWTOB, CAaWThl C Aa3apTHBIMHM MIPAMHU MOTYT JOIYCKaTb, 4TO JIOAU
BBIUTPBIBAIOT WJIM MPOUTPHIBAIOT HrpoBble JeHbrU. CalThl ¢ WrpaMyd Ha JAEHBIM OOBIYHO
COJIEpPKAT UT'PbI, CBA3AHHBIE C BBIMTPHIIIEM WM IPOUTPBILIEM HACTOSIIMNX JCHET.

5)  OwniaiiHOBO€ MHPATCTBO.

OmnnailHOBOE MUPATCTBO — 3TO HE3aKOHHOE KOMHPOBAHUE M paCHpOCTpaHEHUE (Kak i
JCJIOBBIX, TaK W AJI1 JIWUYHBIX ueneffl) MaTCpuralioB, 3alllUIICHHBIX ABTOPCKUM IIPpaBOM —
HarpuMep, My3bIKH, GUIBMOB, UTP WM MPOTPaMM — 0€3 pa3pelieHus mpaBoo0IataTes.

6) HHTepHeT-IHEBHUKH.

VBneueHue BeO-)KypHaaMH (WM, WHAYE TOBOPs, OJ0TaMM) pacmpOCTPAHSIETCS CO CKOPOCTHIO
moJkapa, 0COOCHHO Cpellu MOAPOCTKOB, KOTOPHIE MOPOW BEAYT MHTEPHET-THEBHUKH O€3 BeaoMa
B3pocibix. [Tocnennue uccnenoBaHus MOKa3bIBAIOT, YTO CETOTHS MPUMEPHO MOJIOBHHA BCEX BEO-
KYPHAJIOB MPHUHAUIEKAT MOIPOCTKaM. [Ipr 3TOM BOE M3 TPEX PacKphIBAIOT CBOW BO3PACT; TPOE
U3 MATH MYOJIUKYIOT CBEICHHSI O MECTE IMPOXKUBAHHS M KOHTAKTHYIO WH(POPMAIIHMIO, 8 KaXIblif
MATBIA cOOOIIAeT cBoe moHOoe uMsi. He cekper, 4To moapoOHOE paCKPBITHE JIMYHBIX TaHHBIX
MOTEHIIUAILHO OIACHO.

7)  HHTEepHET-XYJIMIAHCTBO.

Tak KC, KaK U B OOBIYHOM JKHU3HHU, B HHTepHeTe MOABUIINCE CBOM XYJIIMUI'aHBI, KOTOPBIC
OCJIOXKHAKT JKU3Hb APYIrUM I10JIb30BATCIIAM I/IHTepHeTa. ITo CyTH, OHH TC€ KC JIBOPOBBIC
XYJHUT'aHbl, KOTOPBIC MMOJIYHYAOT YIOBOJBLCTBUC, XaMs U FPY65I OKpY’KaromuMm.

8) HenocroBepHasi nngopmanms.

I/IHTepHeT npeaiaracT KoJoCcCajJlbHOC KOJIUYICCTBO BO3MOJKHOCTEH JJIA o6yquI/m,

HO €CTh M OoJjbLIast J0JIA PIH(l)OpMaI_II/II/I, KOTOPYIO HHUKAK HCJIB3s HA3BaTb HU HOHGSHOﬁ, HH1
Hajge:xHou. Ilonw3oBarenu Cetn JOJDKHBI MBICIIUTb KPHUTHUYCCKHU, YTOOBI OOCHUTh TOYHOCTB
MaTepruajoB; IIOCKOJIbKY a0COIOTHO JTFOOOH MOXKET OHY6J'II/IKOBaTb I/IHCI)OpMaI_II/IIO B I/IHTepHeTC.

9) Marepuajbl HeXeJIATeILHOI0 COIEPKAHUS

K MaTepuajiaM HCKCIIATCIIBHOTO COLCPKAHUA OTHOCATCA: MaTCpUaJIbl nopHorpa(queCKoro,
HCHABUCTHUYCCKOTO COACPIKAHUS, MaTCPpHAJIbI C}WIL{HI[&J'ILHOIZ HaIpaBJICHHOCTHU, CCKTAHTCKUC
MaTepuajibl, MATCpHUAJIbI C HeHOpMaTHBHOﬁ JIEKCUKOM.

Yuurteab: A ceifyac Mbl HEMHOTO OTAOXHEM. My3bIKanbHas (PU3MUHYTKA.



Jramn 2. IucnyT ««/leficTBUTENBHO JIM OMACHBI «OMacHOCTU» MHTepHeTa?»

Y4ureab: Mpl ¢ BaMH YK€ PacCCMOTPENIN T€ ONACHOCTH, KOTOPHIE HAM MOI'YT BCTPETUTBCS B
WuTepHere. A Teneps JaBaiiTe MOCMOTPUM, KaK THX OMACHOCTEH MOKHO N30€KaTh.

Itan 3. «Kak dTHX onacHocTel M30eKaATh 2

1) Ilpecrynnuku B UuTepHere.

[Ipekparmaiite 1r00ObIe KOHTAKTHI MO AJICKTPOHHOW TMOYTE, B CHCTEME OOMEHAa MTHOBEHHBIMU
COOOINCHUSMH WM B YaraxX, €ClIM KTO-HUOyIb HAYWHACT 3aJaBaTh BaM BOIPOCHI JIMYHOTO
XapakTepa WM coJepXkalllie CeKcyajabHble Hameku. Hukoraa He cornamaitech Ha JUYHYIO
BCTpEYY C JIIOJIbMHU, C KOTOPBIMU BBl TO3HAKOMUJINCH B VIHTEpHETE.

2) BpenoHocHbIEe NPOrpaMMBbl.

A) Huxorja He OTKpbIBaliTe€ HUKAKUX BJIOKEHHH, MOCTYNUBIIMX C 3JEKTPOHHBIM MHCHMOM, 32
HCKIIFOUEHHEM TE€X CIIy4aeB, KOTJa Bbl OXKMJACTE ITOIYYEHHE BIJIOKEHHsS M TOYHO 3HAETE
COJIEpKUMOE TaKoro (haiina.

b) CkaunBaiiTe Qaityibl U3 HaEKHBIX UICTOYHUKOB M 00S3aTEIFHO YUTANTE MPEIYIPEKICHUS 00
OTIACHOCTH, JIUI[EH3UOHHBIE COTJIAIICHUSI U TIOJIOKEHUS 0 KOH(DUIEHIIUATEHOCTH.

B) PerynspHo ycranaBnuBaiTe Ha KOMITBIOTEPE MOCTEAHNE OOHOBICHHUS OE30TTACHOCTH H
aHTUBHUPYCHBIE CPEACTBA.

3) HNHTEepHET-MOIIEHHUYECTBO M XHIIleHHE JAHHBIX ¢ KPEIUTHON KAPThI.

A)llocemas BeO-caliThl, HY’)KHO CaMOCTOSITEIbHO HaOupaTh B 0003peBarenie aapec BebO-caiita
WU TIOJIb30BaThCsl CChUIKON u3 «M30pannoro» (Favorites); HUKOra HE HY)KHO INEIKAaTh Ha
CCBUIKY, COJICPIKAIIYIOCS B TIOJ03PUTEIHHOM JIEKTPOHHOM MTUCHME.

b) KonTponupyiite cnucanue CpelCcTB ¢ BaIllMX KPEAWTHBIX WJIM JIMIIEBBIX cueToB. [ 3TOTO
MOXHO HCIIOJIH30BaTh, HAIPUMED, YCIYyTY HHPOPMHUPOBAHHS 00 OmEpamusax co cueToB mo SMS,
KOTOpBbIE NMPEAOCTaBIAIOT MHOTHe OaHku B Poccun.

4) A3zapTHbIe MIDBI.

HOMHI/ITC, YTO HCJIb3d HI'paTb Ha JCHBI'H. BC,I[B, B OCHOBHOM, HO,I[O6HBI€ pa3BlICUCHUA
HCIIOJIB3YIOTCA CO3JAaTCIIIMU  JIs1 TIOJTYUYCHUSA HpI/I6BIJ'II/I. I/IFpOKI/I OoJibIIIE TEPAKOT OCHBI'U,
HCXKCJIUM BBIMI'PBIBAIOT.

I/IrpaﬁTe B HEC MCHEC YBJICKATCJIbHBIC HUIPBI, TC, KOTOPBIC HEC MPCAIOIAarar0T HCIIOJIb30BaHHC
HAJIMYHBIX WA O€3HATHYHBIX HpOHFpBIHIGﬁ/BBIHFpBIHICfI.

5) OmuaaiiHOBOe MUPATCTBO.

[Tomuute! IIupaTcTBO, MO CyTH, OOBIYHOE BOPOBCTBO, U BbI, CKOPEE BCErO, BPAJ JIU 3aXOTHUTE
CTaTh BOPOM.

3HaiiTe, 4TO MOJIMHHBIEC (JIULIEH3MOHHBIE) POAYKTHI BCETIa BHITOJHEE U HAICKHEE

nuparckoi nmpoaykiuu. OGuIaibHbIA TPOU3BOAUTENh HECET OTBETCTBEHHOCTh 3a TO, YTO OH
BaM TMpOJaeT, OH JOPOXKHUT CBOCH peryTanuel, 4Yero Henb3s CcKa3aTh O KOMIIAHUAX —
pacpoCTPaHUTENSAX TUPATCKUX MPOJAYKTOB, KOTOPBIE MIPECIENYIOT TOJBKO OJIHY LETh —
000TaTUTHCS U 32 CUET MOTPEOUTENS, U 33 CUET MPOU3BOAUTENS. JINIIeH3NOHHBIN

MOJIb30BaTeNb ~ MPOTPAMMHOTO  OOECleYeHHs]  BCerJa  MOKET  pacCUMThIBaTh  Ha
KOHCYJIBTALIMOHHYIO U JIPYTYI0 CEPBUCHYIO MOJAJEPKKY MPOU3BOAMUTEINSA, O YEM IMOJIB30BATEIb
MUPATCKOM KOMHUU MOMKET Jaxe He BCIoMHHATh. Kpome Toro, mpuoOperass TUIEH3MOHHBIN
MPOJYKT, MOTPEeOUTENb MOAAEPKMUBAET PA3BUTHUE ITOTO MPOJYKTA, BBIXOJ HOBBIX, Oolee
COBEPIICHHBIX U YIOOHBIX Bepcuil. Beib B pa3BUTHE MPOIYKTA CBOM JOXO] MHBECTHUPYET TOJIBKO
OoUITABHBIN TPOU3BOIUTENb.



6) HHTepHET-IHEeBHUKH.

Huxorpa He myOnuKylTe B HUX KaKykoo-IHOO JIMYHYIO WH(GOpPMAIHIO, B TOM 4Yucie (paMuimio,
KOHTAKTHYIO MH(OPMALMIO, JTOMAIIHUNA ajpec, HoMepa Tesie(OHOB, Ha3BaHHE ILIKOJIBI, aapec
AIIEKTPOHHOW TOYTHI, (paMuiIMM Apy3ed WM POJACTBEHHUKOB, CBOM HMEHa B Iporpammax
MI'HOBEHHOTO OOMEHa COOOLICHUSIMH, BO3pAcT WM JaTy poxkaeHus. Hukoraa He momemnaiite B
KypHaje IpOBOKAIMOHHbBIE (poTorpaduu, CBOM WM YbH-THOO eIle, U BCETAa MpOBepsiTe, HE
PACKpBIBAIOT JTM W300pakK€HUS WIM JakKe 3aaHuid 1iaH Qortorpaduil Kakyro-I1mb0 JHYHYIO
nH(pOpMaIHIO.

7) HHTepHeT-XYJINUTAHCTBO.

Urnopupyiite Takux xynuranoB. Eciam Bel He Oynmere pearupoBaTh Ha HMX BO3JICHCTBUSA,
OOJILITUHCTBY TpU(EpPOB 3TO, B KOHIIE KOHIIOB, HATOECT U OHU YHIYT.

8) HenocroBepnasi undopmanus.

Bcerna npogepsiiite coOpannyto B Cetn nHpopmaIuio mo ApyruM UCTOYHUKaM. JJisi mpoBepKu
MarepuaioB oOpaTuTech K apyrum caiitam win CMU — razeram, )xypHaliaM U KHUTaM.

9) MaTtepuajbl HeKeJIATEIbHOI0 COEPKAHUS.

Wcnonb3yiiTe cpenctBa GuibTpauu HexenareabHoro Matepuaia (Hanpumep, MSN Premium’s
Parental Controls nnu Bctpoenssie B Internet Explorer®).

HayuuTech KpUTHYECKH OTHOCUTHCS K COJEPYKAHUIO OHJIAITHOBBIX MaTEpPHUAJIOB U HE

JIOBEPATH UM.

Y4ureab: A Teneps N0ABEAEM UTOTH HAILIETO MEPONPUATHS. Y Bac Ha CTOJIE JIEXKAT TPU
KapTUHKU. BeiOepute 1 nonoxure nepea coOoi Ty, KOTOpasi COOTBETCTBYET BalIeMy
HAaCTPOEHHUIO.

MepornpusiTie TOHPaBUIOCH. ¥ 3HAJ YTO-TO HOBOE.
MepornpustTie NOHpaBUIOCH . HUUero HoBOro He y3Hall.
MepornpusiTie He TOHPABUWIOCH. 3PSl BpeMs TOTEPSLII.

Yuurenan: a TCIICPb 3AIIOMHUTEC IHAMATKY I10 6630HaCHOMy ITIOBCICHHUIO B HHTepHCTe.

U nomnume,

Humepnem mooicem 0btmov nPeKpPAaACcCHbIM U NOJIE3HBIM CPEOCMBOM 01 00yYeHUs, OMObIXA
unu

oouwenus c opysvamu. Ho — kak u peanvnwtit mup — Cemob mosxce mosxcem 0vtmo onacua!l



